




 4.1.3 Technical Complexity 

 Provide evidence that your project is of sufficient technical complexity. Use the following metric or argue for 
 one of your own. Justify your statements (e.g., list the components/subsystems and describe the applicable 
 scientific, mathematical, or engineering principles) 

 1.  The design consists of multiple components/subsystems that each utilize distinct scientific, 
 mathematical, or engineering principles  –AND– 

 Our design consists of three components: Power grids & making sure they converge (not blacked 
 out immediately), Cyber attacks on said grids, and the delivery of information in a comprehensible 
 format (accessibility). The last listed may seem easy, but the information we are going to be 
 delivering will be analyzing thousands and thousands of simulated attacks, each unique in their 
 own way. To get a power grid up and running, we will need to code it in Python using the Panda 
 Power library. We will be using lots of math and physics to get these power grids to actually 
 function properly. The cyber attacks on these grids will also be coded in Python scripts and the 
 authors will need to have extensive knowledge on these types of attacks and knowledge of the grid 
 itself, as knowing where to automate these attacks is crucial. The delivery of the data will need to be 
 accessible to a wide audience, as the target for this product is not only power companies and 
 experts, but also consumers and potential customers/investors. 

 2.  The problem scope contains multiple challenging requirements that match or exceed current 
 solutions or industry standards. 

 We have several challenging milestones in our project. One of them is to get a certain cyber attack 
 called a false data injection working in our environment inside Panda Power, as it does not directly 
 support these. Another milestone is getting cyber attacks to work on the grid, make sure the grid 
 itself doesn’t bug out and break, and then also create an analysis we can view after the run is 
 successful. After this is all working, we need to turn this up to 100. We will eventually be running 
 hundreds if not thousands of these attacks in parallel, each needs to have a working grid with no 
 bugs, and each needs to be analyzed and put into a report of some sort along with all the other 
 attacks. When we have all this data being spit out, we need to figure out a good way to display it. 
 Having one page for each attack seems a little silly, as nobody wants to go through a 1000 page 
 document. We will have to find ways to create graphs that aren’t too noisy that display most if not 
 all of these attacks and the statistics from each of them so that people can read them and aren’t 
 overwhelmed by the massive amounts of information and jargon on the report. 

 4.2 Design Exploration 

 4.2.1 Design Decisions 

 List key design decisions (at least three) that you have made or will need to make in relation to 
 your proposed solution. These can include, but are not limited to, materials, subsystems, physical 
 components, sensors/chips/devices, physical layout, features, etc. Describe why these decisions are 
 important to project success. 

 Key design decisions: 



 -  Attack Taxonomy 
 -  How to design the simulated power grid or which existing power grid to replicate in the 

 simulation 
 -  Which simulation software to use 
 -  How end-user interaction will work, e.g. shell vs GUI 

 4.2.2 Ideation 

 For at least one design decision, describe how you ideated or identified potential options (e.g., 
 lotus blossom technique). Describe at least five options that you considered. 

 Power Grid: 

 We knew we could either create our own power grid design to simulate or replicate an existing 
 power grid. We used a compare and contrast methodology to decide between the two options. The biggest 
 difference between the two was having more freedom with design with creating our own and having more 
 directly applicable results with replicating an existing power grid. 

 End-User Interaction: 

 In order to find our options for end-user interaction we used a lotus blossom. Through this we 
 found our best options would be to let the user interact directly with a shell, have a GUI for the user to 
 interact with with the same functionality underneath, or a combination of both where the user could use 
 the GUI and have the option for a type of “advanced” mode with direct shell interaction. 

 4.2.3 Decision-Making and Trade-Off 

 Demonstrate the process you used to identify the pros and cons or trade-offs between each of your 
 ideated options. You may wish you include a weighted decision matrix or other relevant tool. 
 Describe the option you chose and why you chose it. 

 Things that have no trade-offs 

 ●  Attack Taxonomy 

 ●  Panda power 

 Trade-offs 

 ●  Gui VS shell 

 ●  Existing grid vs generated grid 

 The process we used to identify the pros and cons of each idea was to compare them and figure out what 
 would be best suited for what we are doing, and also to make sure to mitigate any cons that our decisions 
 had. These cons might not even apply to the scope of the senior design project, which in that case they are 
 not considered in the decision. We also made sure to list ideas that didn’t have any trade-offs at all, like 
 deciding on our attack taxonomy and choosing Panda Power as our supporting Python library. These are 
 just what we are going to be doing in our project, and while Panda Power technically does have its 
 drawbacks, it is outside the scope of the senior design project. Although we can add more attacks to our 



 taxonomy, we decided to go with false data injections and mass hacking of Internet of Things devices 
 because these are some of the more common and feasible attacks that could happen in the near future or 
 have already happened, like in Houston a while back. We decided to use the Panda Power library in Python 
 because our client suggested it and it has a massive library that supports everything that we want to do in 
 this project. 


